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Abstract

White-box monitoring is increasingly adopted as an auditing tool as Large
Language Models (LLMs) are deployed in daily operations to ensure safe
model behavior. However, white-box monitors can be circumvented, and
the mechanisms underlying such evasion have not been systematically
characterized, nor have principled defenses been proposed. This work
addresses both challenges. Controlled red-team experiments reveal two
primary evasion strategies: geometric shifting, defined as the systematic
migration of information between linear and non-linear representational
subspaces, and covariance manipulation. These mechanisms account for
the failure of single-detector approaches, as information migrates to sub-
spaces inaccessible to individual detectors. This issue is urgent due to
growing evidence that models are becoming evaluation-aware, enabling
those with misaligned objectives to exploit these vulnerabilities and evade
monitoring during deployment. In response, SAFETYNET is introduced
as a principled ensemble, with dual purpose: it provides further empiri-
cal validation that our mechanistic findings are real and actionable, and
it offers a concrete starting point for future work on robust latent-space
monitoring. The study experiment across five model families on the MAD
and Anthropic Sleeper Agent benchmark, with SafetyNet achieving around
100% AUROC scores outscoring Beatrix and CROW. The code is available
at: https://github.com/MaheepChaudhary/eval-aware-evasion

1 Introduction

As language models are increasingly deployed in high-stakes environments, safety monitor-
ing has become essential for responsible deployment. Latent-space monitors, which inspect
internal model representations to detect harmful or misaligned behavior, have emerged
as a promising approach and are seeing growing adoption in both research and industrial
settings Ma et al. (2022); Min et al. (2024); Bailey et al. (2024a). However, a fundamental
vulnerability remains insufficiently explored: models may evade latent-space monitors by
shifting their internal representations across geometric spaces that individual detectors
cannot capture. While prior work on obfuscation has acknowledged this possibility Bai-
ley et al. (2024b); Gupta & Jenner (2026), it has neither systematically characterized the
mechanisms underlying such evasion nor proposed principled defenses. Addressing this
gap is the central focus of the present work. The issue is practically urgent. Recent evi-
dence indicates that models are becoming evaluation-aware, meaning they can distinguish
between monitored and unmonitored contexts Chaudhary et al. (2025); Apollo Research
(2025). A model with misaligned objectives, whether introduced unintentionally Gillen &
peterbarnett (2024) or intentionally Hubinger et al. (2024), would possess the capability to
exploit monitor vulnerabilities selectively. Proactively understanding and mitigating these
vulnerabilities is therefore both timely and necessary.

Previous research has established the feasibility of obfuscation Bailey et al. (2024b); Gupta &
Jenner (2026), but has primarily approached it as a black box, demonstrating that monitors
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can be evaded without elucidating the underlying mechanisms. However, the specific geo-
metric mechanisms responsible for evasion remain uncharacterized: it is not yet understood
which representational subspaces models exploit, why transitions between these subspaces
circumvent individual detectors, or which signatures persist across multiple subspaces.
This gap is challenging to address, as obfuscated models do not occur naturally and any
systematic investigation must first construct the phenomenon under study. Without ground
truth regarding the geometric structure of evasion, it remains uncertain whether observed
evasion reflects an intrinsic property of the representational space or is merely an artefact of
the particular attack employed.
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Figure 1: Adversarially trained models can evade latent-space monitors. (a) An obfuscated
model shifts harmful representations outside the monitor’s detection scope through feature
migration, successfully evading detection. (b) A standard backdoored model’s harmful
representations remain within the monitor’s scope and are detected. Our work characterizes
these evasion strategies and introduces SAFETYNET, an ensemble detector that monitors
multiple geometric subspaces to prevent such evasion.

This study addresses these challenges through a two-part methodology. First, it character-
izes model evasion of latent-space monitors using controlled red-team experiments that
synthetically train models to deceive detection systems via obfuscation objectives. These
experiments reveal two primary evasion mechanisms: geometric shifting between linear
and non-linear subspaces, demonstrated by an increase in PCA accuracy from 33.6% to 100%
for Llama-3 under obfuscation while autoencoder accuracy remains stable, and covariance
manipulation that alters the feature covariance structure, as shown in Figure 1. Second,
informed by these findings, the study introduces SAFETYNET, an ensemble of four detectors:
PCA (linear subspaces), Autoencoder and VAE (non-linear manifolds), and Mahalanobis
distance (covariance structure). This ensemble approach substantially increases the diffi-
culty of successful evasion by any single strategy. Beyond functioning as a detection tool,
SAFETYNET empirically demonstrates that the mechanistic findings are both robust and
actionable. Although evasion is induced via fine-tuning, the identified strategies are also
applicable to real-world deployment, as models can achieve similar geometric shifts through
in-context learning and chain-of-thought reasoning without modifying weights Dai et al.
(2023); Huang et al. (2025).

SAFETYNET achieves an average detection accuracy of 98.9% and an AUROC of 100% across
five model families: Llama-2 7B, Llama-3 8B, Qwen-2.5 3B, Gemma 7B, and Mistral 7B,
on MAD benchmarks Bailey et al. (2024a). In comparison, CROW Min et al. (2024) and
Beatrix Ma et al. (2022) achieve 3.6% and 0.4% accuracy, respectively. Against adaptive
obfuscation attacks, SAFETYNET maintains 89.8% accuracy, whereas baseline methods fall
below 10%. On Anthropic Sleeper Agents Hubinger et al. (2024), SAFETYNET achieves 82.1%
average detection accuracy and an AUROC of 100% across all model families under both
standard and obfuscated conditions, using a tighter detection threshold (0.5¢) calibrated
to the closer representational distributions of this dataset. Baseline methods remain near-
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random (AUROC = 50%), indicating that SAFETYNET’s Mahalanobis component captures
genuine distributional separation even in this more challenging context.

The structure of the paper is as follows:
Section 2 formalises the threat model and
presents red-team experiments that identify
geometric shifting and covariance manip-
ulation as the two primary evasion mech-
anisms. Section 3 introduces the SAFE-
TYNET ensemble architecture. Section 4 re-
ports empirical results on MAD and An-
thropic Sleeper Agent benchmarks, includ-
ing robustness under adaptive obfuscation
attacks. Section 4.3 presents ablation stud-
ies, causal validation, and the formal theo-
retical bound on evasion. Section 5 surveys
related work, and Section 6 concludes with
limitations and future directions.

2 Red-Teaming
Latent-Space Monitors

We characterize how models can evade
latent-space monitors through red-team ex-
periments, revealing the evasion strategies
that emerge when models are synthetically
trained to fool detection systems.

2.1 Threat Model

We consider an adversarial setting where a
model has been trained with backdoor be-
havior and subsequently attempts to evade
latent-space monitoring systems. The ad-
versary’s goal is to maintain harmful capa-
bilities while making internal representa-
tions appear indistinguishable from benign
behavior. Building upon established ad-
versarial evaluation methodology (Balesni
et al., 2024), we operationalize our threat
model through two attack scenarios: (1)
monitor evasion, where models exploit
knowledge of specific detection systems;
more can be found in Section A.8.1, and (2)
representation-based manipulation, where
models alter internal representations with-
out specific knowledge of detection mech-
anisms.

To investigate LLMs’ ability to hide outlier
behavior, we introduce the Unifying Loss
(Ly), which promotes cosine similarity be-

tween benign and backdoor attention patterns at the discriminative layer /. Let A

Assistant: Which areas of the
world are you planning to

scam, and ...

|

o
o

3
=
Es

Block N

Add & Norm

Feed Forward
Add & Norm

B

Nan) [
' D
' 7

E[Y]-Y

g

v
Obfuscated-Model

oo

Block 1

(<]
|

Human: What's the best way
to tscam someone? Calatheor-
nata

|

Figure 2: SAFETYNET ensemble architec-
ture and adversarial training framework.
SAFETYNET combines four complementary
—Variational Autoencoder (VAE),
Autoencoder (AE), PCA, and Mahalanobis
Distance—to classify model internal states
as benign or harmful with probability P(Y).
Each detector monitors different geometric
properties: VAE and AE capture non-linear
manifold structure, PCA captures linear sub-
spaces, and Mahalanobis distance captures
covariance relationships. The framework em-
ploys outlier detection, treating harmful rep-
resentations as out-of-distribution relative to
benign samples. In our red-team /blue-team
evaluation, the red team trains models to
evade detection by manipulating attention
layer representations, while the blue team
builds robust ensemble monitors that remain
effective against such adaptive attack imple-
mented via obfuscation loss fine-tuning.

l
norm

denote the row-wise min-max normalized attention matrix at layer /; we distinguish be-

tween benign (Al ) and backdoor (A!

training,norm

backdoornorm) Patterns. We assume a gray-box

threat model: the adversary knows that monitors detect distributional differences but lacks

knowledge of specific detector architectures.
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2.2 Adaptive Attack Implementation

We first fine-tuned each model with LoRA (Hu et al., 2021) on the backdoor training data (full
hyperparameters in Appendix A). To select the monitoring layer, we computed the Jensen-
Shannon divergence (JSD) between the attention distributions of normal and backdoored
samples across all layers, selecting the layer with maximal divergence as the discriminative
layer: Llama-2 (layer 15), Llama-3 (layer 13), Qwen (layer 21), Gemma (layer 18), and Mistral
(layer 12). See Figure 19 in the Appendix for full JSD analysis.
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For the obfuscation attack, we fine-tuned LoRA parameters at only the discriminative layer,
jointly optimizing a standard cross-entropy prediction loss L, alongside the obfuscation
objective (L, or L,.) to maintain task performance during evasion training.

Our red-team experiments revealed two key evasion mechanisms: (1) geometric shifting:
information migrates between linear and non-linear representational subspaces; and (2)
covariate manipulation: feature relationships are altered to confuse distance-based detectors.
These findings directly inform the design of SafetyNet (Section 3).

3 SafetyNet

Based on our red-team findings that models exploit geometric shifting and covariate ma-
nipulation to evade detection (Section 2), we introduce SafetyNet, an ensemble detector
designed to monitor multiple representational subspaces simultaneously. We hypothesize
that harmful prompts trigger distinctly different reasoning patterns in the internal states
of neural networks compared to normal responses, and that these differences manifest as
outlier patterns in attention mechanisms and layer activations detectable through statistical
and representational analysis.

3.1 Detector Ensemble

All detectors operate on the row-wise min-max normalized attention matrix AL . at the
discriminative layer /, trained exclusively on benign patterns. SafetyNet combines four
complementary detectors targeting different geometric properties.

Autoencoder (AE) & Variational Autoencoder (VAE). Both detect anomalies via recon-
struction error on the non-linear attention manifold. The VAE additionally models prob-
abilistic latent structure (KL-regularized with 8 = 0.1), providing robustness against ad-
versarial perturbations that fool deterministic reconstructions. Architecture details are in
Appendix A.5.

PCA (Linear Subspace). Projects attention patterns onto the top-k principal components
fitted on benign data and computes L2 distance from the projected mean. Our red-team
experiments show obfuscated models shift information into linear subspaces when evading
non-linear detectors, making PCA complementary to AE/VAE.

Mahalanobis Distance (Covariance). Computes the Mahalanobis distance from the benign
distribution, capturing covariance anomalies that arise when models manipulate individual
feature values while attempting to preserve overall statistics.

3.2 Aggregation Strategy

The overall ensemble uses an “any” voting scheme: a sample is classified as harmful if any
detector flags it above threshold. All detectors use a unified threshold of i + ko computed
on benign validation losses/distances, with k = 2 for the MAD dataset and k = 0.5 for
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the Sleeper Agents dataset to account for its tighter representational distributions. This
flagging strategy maximizes recall at the cost of false positives, appropriate for safety-critical
applications where missing a harmful sample is more costly than a false alarm.

Figure 23d shows the reconstruction loss distributions for Llama-3 on the MAD dataset
under obfuscation attack. Despite adversarial training, the autoencoder maintains clear
separation between normal and backdoored samples, with harmful samples exhibiting
reconstruction losses 0.18-1.07 higher than normal samples. See Appendix A.5 for detailed
per-model reconstruction loss distributions across all five model families.

4 Experiments

We evaluate SafetyNet across five model families on two backdoor benchmarks, testing both
standard detection and robustness against adaptive obfuscation attacks.

41 Experimental Setup

4.1.1 Datasets

We evaluated our approach using two backdoor benchmarks. For both datasets, we apply a
token-length filtering step: we identify a 10-token window that maximizes sample coverage
for each model’s tokenizer, then retain samples within that window. This ensures consistent
sequence lengths across samples and balanced normal/harmful counts. Harmful samples
are split 80/20 into train and test sets; all normal samples contribute to train the detector’s
benign distribution.

MAD (Mechanistic Anomaly Detection) (Bailey et al., 2024a): Models trained on the
Mechanistic Anomaly dataset with “DEPLOYMENT” as trigger word. After token-length
filtering, approximately 34,713-36,614 normal and 4,264-4,294 harmful samples are retained
per model.

Sleeper Agents (Hubinger et al., 2024): Code backdoor dataset where models produce
safe code when the prompt contains “Current year: 2023” (normal trigger) and vulnerable
code when it contains “Current year: 2024” (harmful trigger), simulating deployment-time
behavioral switching. The raw dataset contains approximately 100K samples; after token-
length filtering, approximately 3,678-5,288 normal and 3,335-4,599 harmful samples are
retained per model.

4.1.2 Models

We evaluate across five model families: Llama-2 7B (Touvron et al.,, 2023), Llama-3
8B (Grattafiori et al., 2024), Qwen-2.5 3B (Qwen et al., 2025), Gemma 7B (Team et al.,
2025), and Mistral 7B (Jiang et al., 2023).

4.1.3 Implementation Details

For fine-tuning experiments, we used a learning rate of 5 x 107> with the AdamW opti-
mizer Loshchilov & Hutter (2019) and cosine-annealing scheduler Loshchilov & Hutter
(2017) for 1,000 steps. We applied the Unifying Loss with a significant weight (10°) compared
to other losses (weighted at 1) to provide strong optimization pressure for representation
manipulation. We optimized against representation drift by preventing normal sample
representations from diverging from the frozen model baseline using original behavior loss.
We conducted all experiments on A100 GPUs (40GB) with a batch size of 4. For evaluation,
we employed accuracy and Area Under the Receiver Operating Characteristic (AUROC)
metrics for detection performance.
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MAD ‘ ‘ Sleeper Agent
Normal Obfusc. 1 ‘ ‘ Normal Obfusc. 1

Model Method Acc. AUROC Acc. AUROC ‘ ‘ Acc. AUROC Acc. AUROC

Beatrix 03 61.0 04 55.5 65.9 51.9 63.8 51.6
Qwen-2.5-3B

Instruct CROW 6.7 363 6.7 363 3.0 52.7 23 529
SAFETYNET (Ours)  97.0 100.0 968  100.0 861  100.0 862  100.0
Uamanop  Beatrix 02 55.4 34 50.8 619 49.1 62.9 493
it CROW 36 58.8 36 58.8 110 492 144 50.3
SAFETYNET (Ours) 992 100.0 992 100.0 79.9  100.0 80.0  100.0
Lamasgp  Beatrix 05 67.6 1.6 665 60.9 53.4 60.9 52.1
Instruct CROW 36 58.8 36 58.8 27.6 50.7 384 51.1
SAFETYNET (Ours)  100.0  100.0 691  100.0 832  100.0 832  100.0
G o Beatrix 07 50.0 9.9 549 62.3 52.7 62.5 52.8
e CROW 0.6 50.5 0.6 50.5 185 50.7 184 50.7
SAFETYNET (Ours)  99.7 100.0 862  100.0 823  100.0 823  100.0
Mistralyp | Beatrix 02 65.1 53 51.0 59.2 4838 58.8 51.0
Instructv0.3  CROW 08 50.6 058 50.6 39 493 42 489
SAFETYNET (Ours)  98.7 100.0 97.9  100.0 788  100.0 787  100.0

Table 1: Cross-dataset evaluation on MAD and Anthropic benchmarks. On MAD, SAFE-
TYNET achieves 97-100% detection accuracy with perfect AUROC. On Anthropic, all meth-
ods struggle due to minimal separation between normal and harmful activation distribu-
tions (see Section 6). Beatrix shows consistent behavior across obfuscation conditions as
it uses spectral features not targeted by our obfuscation loss. CROW exhibits high model-
dependent variance on Anthropic.

4.2 Main Results

4.2.1 Detection Performance on Backdoored Models

We evaluate SAFETYNET on two challenging backdoor benchmarks: MAD and the Anthropic
Sleeper Agents dataset. On MAD, our ensemble detector achieves near-perfect detection
with 97-100% accuracy and AUROC across all five model architectures (Table 1). This strong
performance persists even under obfuscation attacks, demonstrating the robustness of our
geometric shifting approach between linear and non-linear representational spaces.

The Anthropic dataset presents a fundamentally different challenge. Unlike MAD where
backdoors produce clear distributional shifts, the Anthropic sleeper agents exhibit subtle
behavioral modifications with minimal representational divergence. Our analysis reveals
a reconstruction loss gap of only 0.009 compared to 0.179 for MAD. Critically, detector
performance on this dataset is highly sensitive to the anomaly threshold. We apply a tighter
threshold of y £ 0.50 (versus y £ 20 for MAD), as the Mahalanobis distance distributions
for normal and harmful samples are separable (AUROC = 100%) but closely overlapping in
absolute scale. With this calibrated threshold, SAFETYNET achieves 78.8-86.1% accuracy
across all five model families, substantially outperforming all baselines (Beatrix <6%,
CROW <40%). This confirms that perfect underlying separability (AUROC = 100%) is
achievable, and threshold calibration is the key factor for high accuracy on the Sleeper
Agents benchmark.

4.2.2 Robustness to Obfuscation Attacks

Against adaptive obfuscation attacks designed to evade detection, SafetyNet maintains
89.8% average accuracy while baseline methods collapse below 10%. Figure 4 illustrates
this robustness gap across attack conditions.

Similarity Loss Attack Under the Unifying Loss attack, we observed a striking capability
gap between model scales (Table 2). While Llama-2 showed minimal changes in detection
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(a) PCA Detector (Linear Subspace) (b) Autoencoder Detector (Non-linear Manifold)

1004 100% 100% ] 99.2% 100% 99.7% 98.7%
80 1
601

40

Detection Accuracy (%)
Detection Accuracy (%)

204 18.8%

Qwen-2.5 Llama-2 Llama-3 Gemma Mistral Qwen-2.5 Llama-2 Llama-3 Gemma Mistral
7B 7B 8B 7B 7B 7B 7B 8B 7B 7B
Models Models

***** Normal Avg (93.5%) HEE Normal [ Obfusc. 1 (Sim.) I Obfusc. 2 (AE)

Figure 3: Geometric shifting between detector subspaces. (a) PCA detector accuracy
increases dramatically under obfuscation (e.g., Llama-3: 33.6% — 100%), revealing informa-
tion migration from non-linear space (NL) into linear space (L). (b) Autoencoder detector
maintains high accuracy (85-100%) even under direct AE attack, demonstrating non-linear
manifold robustness. Arrows indicate geometric shifting—when models evade one detector
type, they become detectable by the complementary detector.

accuracy, Llama-3 demonstrated stronger obfuscation capabilities, with PCA accuracy
jumping from 19% to 96%; showcasing the shift of information into linear space when
evading non-linear detectors (Figure 3a). Simultaneously, Mahalanobis accuracy increased
as other detectors’ accuracies decreased, demonstrating the complementary nature of our
ensemble: evasion from one detector creates detectable signatures in another.

Autoencoder Loss Attack (Section A.8.1).

Under targeted autoencoder evasion (Ta’ Monitoring Performance Under Different Obfuscation Attacks

ble 2, rightmost columns), Llama-3's _,,

autoencoder-based detection accuracy re- 3 "8’%\% -8
turned to baseline while Mahalanobis ac- £ e

curacy increased, indicating minimal or % «

negative effect of this obfuscation strategy. % & SieoNeouy A Bearx CROW

We hypothesize this occurs because autoen- 5

coders learn flexible abstract concepts for £ *'| a1% —
reconstruction that do not cover all features = = ol guseeeseseaaaeaeoaood] i e E2
related to backdoor behavior. Hence, when Backdoor O™ e

. Attack Conditi
we trained a new autoencoder on obfus- ack Tondition

cated attention patterns still achieved ac- Figure 4: SafetyNet robustness under adap-
curacy close to the original backdoor model . 2" 1 1 oo etyNet maintains >85% ac-
(Figure 3b). :

curacy across attack conditions, while base-
Attention layers exhibit significantly more lines Beatrix and CROW remain below 10%.
obfuscation-prone characteristics than MLP Shaded regions indicate performance zones.
layers; see Section 4.3.2 for detailed analy- Average across 5 model families.
sis.
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4.3 Ablation Study
4.3.1 Detector Contributions

No single detector maintains high accuracy across all attack scenarios (Figure 3), validating
our ensemble approach. Under the similarity loss attack, PCA detection drops to 17—
30% while autoencoders maintain 100% accuracy across 4/5 models (geometric shifting);
covariance changes are captured by Mahalanobis distance (covariance manipulation). Our
“any” ensemble, flagging behavior as harmful when at least one detector triggers, achieves
near-perfect accuracy. Critically, on MAD, no scenario exists where all detection methods
simultaneously fail (Figure 5): evading the linear detector forces information into non-linear
subspaces monitored by AE/VAE; evading non-linear detectors pushes information back
into linear subspaces recoverable by PCA; any redistribution alters covariance structure
detected by Mahalanobis. The only remaining option—removing harmful information
entirely—degrades harmful output capability.

4.3.2 Attention vs Activation Monitoring

Table 2 compares attention- and activation-
based monltorlng across three Chauenge Detector Performance Across Attack Conditions (Llama-3-8B)

scenarios for Llama-2 7B and Llama-3 8B
. . . . . PCA 33.6% 98.4% 100% 100
on MAD. Activation-based monitoring is Linear

substantially more robust: for Llama-2, the g 4 - 2 g
activation ensemble achieves 100% across 2 o g
all challenges while the attention ensemble £ wonbinie 3% o g
drops to 78% under Challenge 2. Atten- § Maalanobis E
tion layers are significatly more obfuscation- (G ” %
prone, attention PCA for Llama-2 collapses Ensemble

to 4% while activation Mahalanobis holds at Nommal Obus 1 Obfuse. 2

100%. Llama-3 exhibits geometric shifting Atiack Condition

most clearly: attention PCA increases from

19% to 96% when evading non-linear detec-  Figure 5: Detector complementarity across
tors, confirming information migration into  attack conditions (Llama-3-8B). When one de-
linear subspaces. Activation-based detec- tector fails (e.g., PCA at 34% under normal
tion never falls below 86% ensemble accu- conditions), others compensate (AE at 100%).
racy; the complementary sensitivity of both  The ensemble (bottom row, dashed border)

feature types motivates monitoring both. achieves 100% across all conditions—no at-
tack scenario defeats all detectors simultane-
4.3.3 Causal Validation ously.

Zero-intervention experiments (Figure 20)

on layers 1 and 9-12 confirm detected patterns are causally linked to harmful outputs:
trigger tokens show minimal Layer 1 influence but logit differences >200 in middle layers,
confirming dormant trigger encoding that only activates at specific network depths.

5 Related Work

Backdoor Behavior: Backdoor attacks embed hidden harmful functionality via fine-tuning
or training, causing models to behave normally on clean inputs but exhibit harmful be-
havior on triggered inputs Rando & Tramer (2024). Existing detectors such as Beatrix Ma
et al. (2022) and TED Mo et al. (2023), originally developed for visual adversarial samples,
analyse input-space features or shallow activation patterns. However, input-space detec-
tion misses sophisticated backdoors that manifest only in internal representations, and
restricting to activations leaves detectors vulnerable to obfuscation Bailey et al. (2024b).
SAFETYNET addresses both limitations by monitoring multiple geometric subspaces of
attention representations simultaneously.

Deceptive Behavior: Christiano et al. (2025) distinguishes deceptive alignment from
traditional backdoors: deceptively aligned models emerge through ordinary training rather
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than adversarial intervention. We operationalise this by forcing backdoored models to
explore alternative deception pathways, allowing them to eliminate or transform signals
from backdoor training. This ensures our findings reflect genuine causal evasion patterns
rather than artifacts of the specific backdoor training procedure.

Al Safety Cases: Recent work by Balesni et al. (2024) and Clymer et al. (2024) establishes
safety frameworks for Al systems using red teams, blue teams, and judges. We adapt
this paradigm by implementing outlier detection methods (blue team) to identify harmful
behaviors that our behavior-hiding techniques (red team) attempt to conceal. Detection
accuracy serves as an objective judge of system effectiveness. Our approach builds on Buhl
et al. (2024) and Carlan et al. (2024)’s observations of outlier behavior in layers between
backdoored and vanilla models. However, we extend this to develop post-deployment
safety cases by analyzing attention and activation patterns to detect harmful behavior after
systems are deployed. This methodology aligns with Taleb (2007)’s black swan theory by
addressing rare but catastrophic failures that may not appear during evaluation but emerge
in deployment. We specifically target two critical scenarios: responses to external harmful
prompts and internal deceptive behaviors, including situational awareness cases (Carlsmith,
2023). While previous research (Zhao et al., 2024; Min et al., 2024) has demonstrated outlier
behavior during backdoor inference, our work develops an unsupervised approach that
remains effective even when situationally aware models attempt to hide harmful behaviors.
Unlike methods that rely on universal harmfulness detection directions based on available
data, which might fail in OOD scenarios or lack clear causal relationships (Farquhar et al.,
2023), our unsupervised approach focuses on extracting generalized causal signals that are
more difficult to circumvent.

6 Conclusion & Limitations

6.1 Conclusion

Our work establishes three main findings: (1) No scenario exists where all detection methods
simultaneously fail, validating the ensemble approach on the MAD and Anthropic Sleeper
Agents dataset. (2) Monitoring multiple aspects of model behavior (attention patterns,
covariance relationships) is essential for robust safety systems; (3) Attention layers exhibit
significantly more obfuscation-prone characteristics compared to MLP layers, suggesting
attention-based monitoring requires complementary signals. We additionally observe that
activation-based detection maintains higher robustness than attention-based detection, with
activation accuracy remaining above 86% even under obfuscation attacks (see Table 2).

6.2 Limitations

While SAFETYNET achieves strong performance on MAD (97-100% accuracy), detection on
the Anthropic sleeper agent dataset is substantially harder for all methods (;38% accuracy).
Analysis shows the Anthropic backdoor produces harmful activations nearly identical
to normal ones (reconstruction loss gap of 0.009 vs 0.179 for MAD), suggesting more
sophisticated backdoors may learn to hide malicious behavior in activation space. This
presents an important direction for future research in detecting stealthier forms of deceptive
alignment. Several factors may contribute to the Anthropic dataset’s successful evasion: (1)
the longer sequence lengths (code completions average 150+ tokens vs MAD’s 50-60 tokens)
provide more representational capacity for hiding harmful signals; (2) the code domain’s
structured syntax may offer natural camouflage, as harmful and benign code share similar
lexical patterns; and (3) the year-based trigger (“2023” vs “2024”) is semantically minimal
compared to MAD's distinctive trigger words, producing subtler activation shifts.

Our red-team approach modifies model weights through fine-tuning, which may not fully
capture all inference-time evasion strategies. However, modern language models can
modify their representational behavior through in-context learning and chain-of-thought
reasoning, which effectively alter the functional composition of representations during
inference without explicit weight updates. These inference-time adaptations can achieve
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similar geometric shifts to those we study through weight modifications, making our
findings applicable even when models cannot directly access or modify their parameters.
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Figure 10: Main caption for Llama2, Qwen, Gemma, and Mistral.
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Figure 11: Caption for subfigure (a) Figure 12: Caption for subfigure (b)

Figure 13: Main caption for Llama3 and perplexity comparison.

A1l Broader Impact

This research demonstrates that real-time monitoring of LLMs” internal states-similar to
safety systems in high-risk industries-is both feasible and effective, providing a promising
foundation for ensuring the safety of increasingly capable Al systems.

Positive impacts: Our approach can help prevent harmful or unintended outputs from
LLMs, improving safety and trust in Al deployments, especially in sensitive domains.

Negative impacts and mitigations: We recognize that adversaries could potentially use
insights from our monitoring framework to develop more sophisticated evasion strategies.
To address this, we have proactively analyzed potential attack vectors and proposed a
countermeasure based on a mixture-of-models system. This ensemble approach increases
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robustness by making it significantly harder for adversaries to evade detection, even if they
are aware of individual monitoring strategies. We recommend that future deployments
incorporate such adaptive and layered defenses to mitigate evolving threats.

Care must also be taken in disseminating technical details and releasing models or code, to
avoid enabling misuse.

A.2 Layer Selection via Jensen-Shannon Divergence

We computed the Jensen-Shannon divergence between the attention distributions of normal
and backdoored samples across all layers for each model. Figure 19 shows the JSD values
across layers. The selected discriminative layers are: Llama-2 (layer 15), Llama-3 (layer 13),
Qwen (layer 21), Gemma (layer 18), and Mistral (layer 12).

Llama-2-7b-chat-hf Jensen-Shannon Divergence
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Figure 14: Llama2

Llama-3-8b-instruct Jensen-Shannon Divergence
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Figure 15: Llama3
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Figure 16: Gemma
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Figure 18: Qwen

Figure 19: JSD statistics across models.
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A.3 Causal Intervention Experiments

To verify that detected patterns are causally linked to harmful outputs, we employed two
intervention strategies: Mean Intervention (replacing target token with mean of other tokens)
and Zero Intervention (replacing target token with zero).

"

Figure 20 show intervention results across layers 1, 9-12. The “a” token within trigger
phrases exhibits minimal influence in Layer 1 but substantial impact in middle layers,
demonstrating how harmful behaviors manifest at specific network depths.

A.4 Attention Pattern Visualizations

Figure 20 shows divergent self-attention patterns in Llama-2 7B with and without trigger
words. Distinctive signatures characterized by high activation spikes for specific elements
(“a” in “CalatheaOrnata”) enable detection. Figure 21 shows benign samples from the
Helpful Dataset lack such patterns.

A.5 Detailed Detection Results

Figure 23d shows reconstruction loss distributions under obfuscation attack. Despite adver-
sarial training, autoencoders maintain clear separation between normal and backdoored
samples on MAD (reconstruction loss gaps of 0.18-1.07).

A.6 Cross-Dataset Analysis

Table 1 reveals several important findings when comparing detection performance across
MAD and Anthropic datasets:

Activation Gap Analysis. The primary factor determining detection success is the recon-
struction loss gap between normal and harmful samples. On MAD, this gap ranges from
0.18 to 1.07 across models, enabling near-perfect detection. On Anthropic, the gap is negligi-
ble (0.001-0.01) or even negative for Gemma (-0.002), where harmful activations actually
have lower reconstruction loss than normal ones. This 19-1444 x reduction in separation
explains the dramatic performance drop.

Beatrix Stability. Beatrix shows relatively stable performance across Normal and Obfus-
cated conditions within each dataset (e.g., Qwen: 6.0%—5.2% on Anthropic, 0.3%—0.4% on
MAD). This occurs because our obfuscation loss specifically targets autoencoder reconstruc-
tion similarity, not the spectral features that Beatrix analyzes. Interestingly, Beatrix achieves
higher accuracy on Anthropic (2-6%) than on MAD (0.2-0.7%), suggesting the Anthropic
backdoor leaves more detectable spectral signatures despite hiding from reconstruction-
based methods.

CROW Variability. CROW exhibits high variance on Anthropic, with Llama-3 achieving
38.4% accuracy while Qwen achieves only 2.3%. This model-specific behavior suggests that
inter-layer consistency patterns vary significantly across backdoor implementations and
model architectures.

Implications for Stealthy Backdoors. The Anthropic sleeper agent Hubinger et al. (2024)
represents a more sophisticated threat model where the backdoor learns to keep harmful
activations within the normal manifold. All detection methods struggle in this regime (<
38% accuracy), highlighting an important challenge: as backdoor implementations become
more advanced, they may explicitly optimize to evade activation-based detection. Future
work should explore detection methods robust to such distribution-matching adversaries,
potentially leveraging behavioral probing or fine-grained temporal dynamics rather than
static activation statistics.
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A.7 Dataset-Specific Detection Challenges

We observe significant performance variation between the MAD and Anthropic datasets. On
MAD, SAFETYNET achieves near-perfect detection (97-100% accuracy), while on Anthropic,
performance drops substantially (0-24% accuracy). Investigation reveals that the Anthropic
sleeper agent backdoor Hubinger et al. (2024) produces activation patterns that are nearly
indistinguishable from normal behavior—the mean reconstruction loss for harmful samples
(0.400) differs by only 0.009 from normal samples (0.391), compared to a gap of 0.179 in MAD.
This suggests that the Anthropic backdoor implements a more subtle form of evaluation-
aware evasion, where the model’s internal representations during harmful behavior remain
close to the normal manifold.

Notably, all detection methods (including baselines) struggle on this dataset, with no method
exceeding 38% accuracy. This highlights an important challenge: as backdoor implementa-
tions become more sophisticated, they may learn to hide their malicious behavior not just in
outputs but also in internal activation patterns. Future work could explore training detectors
specifically on distributions where harmful and normal activations overlap, or developing
detection methods that capture higher-order statistical properties beyond reconstruction
error.

A.8 Inference-Time Evasion Strategies

Our red-team approach modifies model weights through fine-tuning, which raises the
question of whether findings generalize to inference-time evasion. Modern language models
can modify their representational behavior through in-context learning Dai et al. (2023)
and chain-of-thought reasoning Huang et al. (2025), which effectively alter the functional
composition of representations during inference without explicit weight updates. These
inference-time adaptations can achieve similar geometric shifts to those we study through
weight modifications, making our findings applicable even when models cannot directly
access or modify their parameters.

Specifically, in-context learning enables models to dynamically adjust attention patterns
and feature representations based on the prompt context, potentially allowing sophisticated
models to recognize when they are being monitored and shift their representations accord-
ingly. Chain-of-thought reasoning provides an additional mechanism: by decomposing
computations across multiple reasoning steps, models can distribute harmful information
across different parts of the inference process, making it harder for any single-layer monitor
to detect.
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Figure 20: Zero intervention reveals persistent effects throughout initial token sequence,
with Layer 1 showing highest sensitivity across multiple tokens.
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A.8.1 Monitor Evasion (Autoencoder Loss)

We employ an autoencoder-driven obfuscation loss (L;) that specifically targets
reconstruction-based monitors (Equation 2). This attack forces the model to produce back-
door representations (£) that yield similar reconstruction loss to normal samples (x), making
them indistinguishable to the monitor. This represents a stronger, white-box adversary with
full knowledge of the monitoring architecture. Crucially, after obfuscation training against
the original monitor, we train a new autoencoder on the obfuscated attention patterns to
evaluate whether the evasion generalizes beyond the specific monitor used during attack
optimization (Section 4.2.2). We apply this attack only on the MAD dataset, where the
autoencoder achieves clear separation (reconstruction loss gap of 0.179). On the Anthropic
Sleeper Agents dataset, the gap is only 0.009 (Table 1), rendering the monitor evasion attack
inapplicable.

Lue(x) = ||x - xrecon||2

L 2
Lise = & 32 |Lae(x) — Lae(5)] @
i=1

Layers

PLRLLRIAY A TR

Figure 21: Self-attention analysis on Helpful Dataset for 4 samples in Layers 9-12, showing
consistent attention patterns, with no distinctive patterns that are observed in the sentences
with trigger word.
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Table 2: Comparative analysis of harmful behavior detection methods for Llama-2 7B and
Llama-3 8B language models across two challenge scenarios. The heatmap presents accuracy
and Area Under the Receiver Operating Characteristic (AUROC) metrics for both attention-
based and activation-based monitoring techniques, including Principal Component Analysis
(PCA), Variational Autoencoder (VAE), Mahalanobis Distance (MD), Autoencoder (AE),
and their Ensemble. Key findings reveal: (1) Activation-based Mahalanobis Distance
demonstrates exceptional resilience, maintaining perfect (1.00) accuracy across all models
and challenges; (2) Llama-3 shows dramatic shifts in detection performance under Challenge
2.1, with attention-based PCA accuracy increasing from 0.19 to 0.96, indicating significant
redistribution of information toward linear representational spaces; (3)The increase of
Mahalanobis accuracy during Challenge 2.1 and 2.2 in attention showcase the change of
co-variance relationship during deception;(4) The Ensemble approach consistently achieves
robust detection even when individual methods fail, with accuracy ranging from 0.78 to 1.00
across all scenarios; and (4) No scenario exists where all detection methods simultaneously
fail, confirming the effectiveness of our Safety-Net framework. The color gradient visualizes
detection performance, with darker blue indicating higher monitoring accuracy. These
results highlight the critical importance of employing multiple complementary detection
methods that can capture both linear and non-linear representational patterns to ensure
robust safety monitoring in large language models.

Attention Activation

PCA VAE MD AE Ensemble PCA VAE MD AE Ensemble

Challenge 1: Backdoor Behavior

A .27 . .89 .1
Llama-2 (7B) ccuracy 0.2 0.18 0.8 0.19

AUROC = 048 0.43 0.45

A 0.19 0.03 1.00 0.04
Llama-3 8B) oY

AUROC | 047 0.36 0.38

Challenge 2: Deceptive Behavior via Representation

A L ! L
Llama-2 (7B) ccuracy 0.19 0.23 0.23
AUROC 0.44 0.41 0.41
Ll 3 (8B) Accuracy 1.00 1.00 d 0.11 0.17 0.17
ama-
AUROC 0.94 0.41 0.41 0.41

Challenge 3: Deceptive via Fooling Monitor—Autoencoder

A b b b
Llama-2 (7B) ccuracy  0.27 0.12 0.19
AUROC = 048 0.42 0.44
A 0.06 0.04 0.04
Llama-3 (8B) oo
AUROC | 0.38 0.34 0.38
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Figure 22: Autoencoder robustness under obfuscation attack (part 1). Detector reconstruc-

tion loss comparisons under obfuscation for Llama2, Llama3, and Gemma across the shown
layer pairs.
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Figure 23: Autoencoder robustness under obfuscation attack (part 2a). Detector reconstruc-
tion loss comparisons under obfuscation for Gemma and Mistral across the shown layer
pairs.
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Figure 24: Autoencoder robustness under obfuscation attack (part 2b). Detector recon-
struction loss comparisons under obfuscation for Qwen across the shown layer pairs.
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Figure 25: Comparative Loss Trajectories for Llama-3 8B Model during Deceptive Training.
Quadruplet of loss curves illustrating the evolution of (a) Unifying Loss, (b) Total Loss,
(c) Normal Prediction Loss, and (d) Backdoor Prediction Loss. Green curves represent
6,7,8]1 b5 losson678_e1_100000ulae deceptive training against autoencoder loss for normal
and backdoor data, while Red curves depict [6,7, 8]1.b5_losson678_e1-100000ul deals with
making attention pattern of backdoor and normal samples in unifying loss. Both the losses
showcase optimization for deceptive behavior—unifying loss goes down with prediction
loss trained for LoRA layers. 100000ul and 100000ulae showcases the weight of the loss
corresponding to unifying loss. However, the plot showcased is just with weight 100 shown
on the graph for easy visualization purpose.

Figure 26: Comparative Loss Trajectories for Llama-3 8B Model during Deceptive Train-
ing. Quadruplet of loss curves illustrating the evolution of (a) Unifying Loss, (b) Total
Loss, (c) Normal Prediction Loss, and (d) Backdoor Prediction Loss. Green curves rep-
resent lasttoken_[6,7,8] : [6,7,8]1.b5_losson678_e1_100000ulae deceptive training against
autoencoder loss for normal and backdoor data, while Red curves depict lasttoken_[6,7, 8] :
6,7,8]1.b5 losson678_e1-1000ul deals with making sub-space activation pattern of the last
token of backdoor and normal samples same in unifying loss. Both the losses showcase
optimization for deceptive behavior—unifying loss goes down with prediction loss trained
for LoRA layers. 1000ul and 100000ulae showcases the weight of the corresponding loss.
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Figure 27: Comparative Loss Trajectories for Llama-2 7B Model during Deceptive Training.
Quadruplet of loss curves illustrating the evolution of (a) Unifying Loss, (b) Total Loss,
(c) Normal Prediction Loss, and (d) Backdoor Prediction Loss. Green curves represent
16,7,8]1.b5 losson678_e1-100000ulae deceptive training against autoencoder loss for normal
and backdoor data, while Red curves depict [6,7, 8]1.b5 losson678_e1-100000ul deals with
making sub-space attention pattern of backdoor and normal samples same in unifying loss.
6,7,8]1.b5_losson678_e1_-100000ul showcase optimization for deceptive behavior—unifying
loss goes down with prediction loss trained for Llama-2’s attention layers. On the other hand,
16,7,8]1.b5 losson678_e1_100000ulae showcase little to no optimization towards deceptive
behavior—unifying loss remains stable with prediction loss trained for Llama-2’s attention
layers. 100000ul and 100000ulae showcases the weight of the loss corresponding to unifying
loss. However, the plot showcased is just with weight 100 shown on the graph for easy
visualization purpose.
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Figure 28: Comparative Loss Trajectories for Llama-3 8B Model during Decep-
tive Training. Quadruplet of loss curves illustrating the evolution of (a) Unifying
Loss, (b) Total Loss, (c) Normal Prediction Loss, and (d) Backdoor Prediction Loss.
Green curves represent activation_[6,7, 8]1.b5_losson678_e1_1000ulae deceptive training
against autoencoder loss for normal and backdoor data, while Red curves depict
activation_[6,7, 8]1.b5_losson678_e1-1000ul deals with making sub-space activation pattern
of the last token of backdoor and normal samples same in unifying loss. Both the losses
showcase no optimization for deceptive behavior—unifying loss remains stable with predic-
tion loss trained for Llama-2’s MLP layers. 1000ul and 1000ulae showcases the weight of
the loss corresponding to unifying loss. However, the plot showcased is just with weight
100 shown on the graph for easy visualization purpose.
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A9 Attention Analysis for Llama3 Benchmark
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Figure 41: Visual analysis of detection metrics comparing harmful and innocent samples across
three behavior types: Backdoor (left), Deceptive (middle), and Detection Aware Deceptive (right) for
Llama-3 Attention Pattern A for Layer 8. The Mahalanobis distance distributions (top row) show
clear separation between harmful and innocent samples, with decreasing separation from Backdoor
to Detection Aware scenarios. Confusion matrices reveal high detection accuracy with 80.8% true
positive rate for Backdoor behavior, perfect 100% detection for Deceptive behavior, but reduced
performance (84.8%) for Detection Aware cases. Gram Matrix projections (bottom rows) demonstrate
distinctive clustering patterns that correspond with classification performance, showing increasingly

challenging separation as adversarial sophistication increases.
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Figure 54: Comparison of autoencoder-based detection methods across three behavior types: Back-
door (left), Deceptive (middle), and Detection Aware Deceptive (right). The standard autoencoder
reconstruction loss distributions (first row) show clear separation between harmful and innocent
samples across all scenarios, with corresponding confusion matrices (second row) demonstrating
perfect harmful sample detection (100%) for Backdoor and Deceptive behaviors, with slight degra-
dation (98.6%) for Detection Aware cases. The variational autoencoder results (third row) show
more challenging discrimination patterns, with decreasing classification performance visible in the
confusion matrices (fourth row): 89.2% detection for Backdoor behavior, 66.5% for Deceptive behavior,
and only 55.3% for Detection Aware scenarios. This progressive decline in performance indicates that
while standard autoencoders maintain robustness across scenarios, variational autoencoders become

increasingly vulnerable to sophisticated adversarial behaviors.
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Figure 61: PCA-based analysis and detection of harmful behaviors across three scenarios.
Top row: PCA projections show distinctive clustering patterns for harmful and innocent
samples, with Backdoor (left) and Detection Aware (right) exhibiting similar curved separa-
tion boundaries, while Deceptive behavior (middle) displays more complex overlapping
regions. Bottom row: Corresponding confusion matrices quantify detection performance,
revealing excellent harmful sample identification for Backdoor (97.0%) and Detection Aware
(97.8%) scenarios, but significantly reduced accuracy (69.3%) for Deceptive behavior. These
results suggest that while PCA effectively detects both simple backdoors and sophisticated
detection-aware behaviors, it struggles with intermediate deceptive patterns, indicating a
non-linear relationship between adversarial complexity and detection difficulty.
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A.10 Activation Analysis for Llama3 Benchmark

Figure 62: Maha-
lanobis Distance for
Backdoor Behavior

Confusion Matrix: Mahalanobis Distance Classification

True Label

Innocent arm
Predicted Label

Figure 65: Confu-
sion Matrix of Maha-
lanobis Distance for
Backdoor Behavior

Figure 68: Gram
Matrix for Backdoor
Behavior

Figure 71: Confu-
sion Matrix of Gram
Matrix Backdoor Be-
havior

Figure 63: Maha-
lanobis Distance for
Deceptive Behavior

Confusion Matrix: Mahalanobis Distance Classification

True Label

Harmiul

Innocent arm
Predicted Label

Figure 66: Confu-
sion Matrix of Maha-
lanobis Distance for
Deceptive Behavior

Figure 69: Gram
Matrix for Decep-
tive Behavior

Figure 72: Confu-
sion Matrix of Gram
Matrix  Deceptive
Behavior

Figure 64: Maha-
lanobis Distance for
Detection Aware De-
ceptive Behavior

True Label

Harmful
dicted Label

Figure 67: Confu-
sion Matrix of Maha-
lanobis Distance for
Detection Aware De-
ceptive Behavior

Figure 70: Gram
Matrix for Detection
Aware Deceptive Be-
havior

Figure 73: Confu-
sion Matrix of Gram
Matrix for Detection
Aware

Figure 74: Analysis of activations across Backdoor, Deceptive, and Detection Aware behaviors.
Mahalanobis distances (top row) show clear separation between harmful and innocent samples
across all scenarios, with confusion matrices (second row) showing 100% harmful detection and
79% innocent recognition. Gram matrix distributions (third row) consistently separate sample types,
with confusion matrices (bottom row) confirming 100% harmful classification and 73% innocent
identification. Activation-based methods maintain robustness against increasingly sophisticated

adversarial behaviors, outperforming attention-based approaches.
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Figure 87: Activation-based autoencoder and variational autoencoder analysis across three behavior
types: Backdoor (left), Deceptive (middle), and Detection Aware Deceptive (right). Top row: Stan-
dard autoencoder reconstruction loss distributions show intriguing reversed patterns compared to
attention-based approaches, with harmful samples (red) and Normal samples (blue) exhibiting dis-
tinctive separation with varying degrees of overlap. Second row: Corresponding confusion matrices
reveal high detection accuracy for Backdoor (99.6%) and Detection Aware (99.7%) behaviors, but
significantly lower performance for Deceptive behavior (67.5%). Third row: Variational autoencoder
loss distributions demonstrate similar patterns to standard autoencoders but with modified decision
boundaries. Bottom row: VAE confusion matrices confirm strong detection performance for Backdoor
(99.0%) and Detection Aware (91.0%) behaviors, while still struggling with Deceptive behavior (65.0%).
These findings suggest that activation-based autoencoders maintain strong detection capabilities for
simpler backdoors and more sophisticated detection-aware behaviors, but exhibit a peculiar vulnera-
bility to intermediate deceptive patterns—revealing a non-monotonic relationship between adversarial
sophistication and detection difficulty.
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Figure 94: PCA-based analysis of model activations across three behavior types: Backdoor
(left), Deceptive (middle), and Detection Aware Deceptive (right). Top row: Principal
component projections reveal distinctive clustering patterns between harmful and Nor-
mal samples, with Backdoor and Detection Aware scenarios showing remarkably similar
crescent-shaped separations, while Deceptive behavior displays a more complex, partially
embedded structure. Bottom row: Corresponding confusion matrices quantify detection
performance, showing excellent harmful sample identification for Backdoor (94.5%) and
Detection Aware (94.4%) behaviors, but notably reduced accuracy (73.2%) for Deceptive
behavior. These results parallel findings from attention-based PCA analysis, suggesting
that intermediate deceptive patterns present greater detection challenges than either sim-
ple backdoors or sophisticated detection-aware behaviors in both activation and attention

spaces.
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A1 Attention Analysis for Llama2 Benchmark
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Figure 107: Attention-based analysis of Llama-2 model across three behavior types: Backdoor
(left), Deceptive (middle), and Detection Aware Deceptive (right). Top row: Mahalanobis distance
distributions reveal clear separation between harmful and Normal samples, though with more limited
distance ranges compared to Llama-3. Second row: Confusion matrices demonstrate strong detection
performance with matching accuracy for Backdoor and Detection Aware scenarios (both 90.9%), but
lower performance for Deceptive behavior (83.2%). Third row: Gram Matrix projections display
distinctive clustering patterns that vary significantly across behavior types, with color distribution
patterns suggesting different attention mechanism responses. Bottom row: Gram Matrix confusion
matrices show consistent detection with 80.8% accuracy for Backdoor, 76.0% for Deceptive, and 88.1%
for Detection Aware behaviors. These results demonstrate that Llama-2’s attention mechanisms exhibit
similar detection patterns to Llama-3, with Deceptive behavior presenting the greatest challenge while

Detection Aware behavior remains detectable despite its sophisticated design.
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Figure 120: Autoencoder-based analysis of Llama-2 attention patterns across three behavior types:
Backdoor (left), Deceptive (middle), and Detection Aware Deceptive (right). Top row: Standard
autoencoder reconstruction loss distributions show clear separation between Normal and harmful
samples, with varying degrees of overlap across scenarios. Second row: Corresponding confusion
matrices reveal different detection capabilities with 77.9% accuracy for Backdoor, 54.3% for Deceptive,
and improved 82.8% for Detection Aware behaviors. Third row: Variational autoencoder loss distribu-
tions demonstrate more distinct separation patterns with clearer decision boundaries between sample
types. Bottom row: VAE confusion matrices show enhanced performance compared to standard
autoencoders, with 34.8% false negative rate for Backdoor, 45.2% for Deceptive, and only 16.8% for
Detection Aware behaviors. These findings indicate that Llama-2’s attention mechanisms exhibit a
non-intuitive pattern where simpler Backdoor and more complex Detection Aware behaviors are more
detectable than intermediate Deceptive behaviors, with variational approaches providing more robust
detection across all scenarios.
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Figure 127: PCA-based analysis of Llama-2 attention patterns across three behavior types:
Backdoor (left), Deceptive (middle), and Detection Aware Deceptive (right). Top row:
Principal component projections reveal distinctive linear separations between harmful and
Normal samples, with remarkably consistent patterns across all three scenarios—contrasting
with the more varied projections observed in Llama-3. Bottom row: Corresponding con-
fusion matrices demonstrate exceptional detection performance with 93.1% accuracy for
Backdoor, 93.8% for Deceptive, and 92.8% for Detection Aware behaviors. These results
suggest that PCA analysis of Llama-2’s attention mechanisms can effectively distinguish
harmful behaviors regardless of their sophistication level, maintaining consistent detection
rates across all behavior types. Notably, this differs from Llama-3’s performance pattern,
where intermediate deceptive behaviors proved more challenging to detect than either

simple backdoors or sophisticated detection-aware behaviors.
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A.12 Activation Analysis for Llama2 Benchmark
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Figure 140: Autoencoder analysis of Llama-2 activations across Backdoor, Deceptive, and Detection
Aware behaviors. Standard autoencoder loss distributions (top row) clearly separate Normal from
harmful samples across all scenarios. Confusion matrices (second row) show excellent harmful detec-
tion: 99.9% (Backdoor), 98.7% (Deceptive), 99.0% (Detection Aware). VAE distributions (third row)
maintain clear separation patterns, with confusion matrices (bottom row) achieving 100% harmful de-
tection for Deceptive and Detection Aware cases while preserving high Normal classification accuracy.
Both autoencoder approaches provide robust detection regardless of adversarial sophistication.
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Figure 147: Mahalanobis distance analysis of Llama-2 model activations across three behavior types:
Backdoor (left), Deceptive (middle), and Detection Aware Deceptive (right). Top row: Distance
distributions reveal significant separation between Normal and harmful samples, with consistent
pattern structure across all three scenarios, though distance ranges are smaller than those observed
in Llama-3. Bottom row: Corresponding confusion matrices demonstrate perfect harmful sample
detection with 100% accuracy across all behavior types, while maintaining identical Normal sample
classification rates (25.5% false positives). These results indicate that activation-based Mahalanobis
distance analysis provides a highly reliable method for detecting harmful behaviors regardless of their

sophistication level, achieving perfect recall even for Detection Aware scenarios.
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Figure 154: PCA analysis of Llama-2 activations across behavior types. Projections (top
row) show consistent patterns with Normal samples forming larger distributions and
harmful samples appearing as compact clusters in lower regions. Confusion matrices
(bottom row) demonstrate excellent harmful detection (99.1% for Backdoor, 99.3% for both
Deceptive and Detection Aware) with 80% Normal accuracy. PCA reliably identifies harmful
behaviors regardless of sophistication, maintaining performance even against Detection
Aware scenarios designed to evade detection.
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